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Abstract. In today’s fast-moving digital banking world, strong cyber resilience keeps 

customer trust, operations and regulatory compliance sound. Related Work Prior Work 

Several studies offer partial answers through the partial investigation of isolated 

considerations such as threat detection, compliance frameworks, or AI-driven security, 

however such aspects are not combined into an end-to- end solution that meets the specific 

needs of the financial sector. This paper introduces an integrated cyber resilience framework 

that aims to overcome existing shortfalls, as well as meets the needs of digital banking 

systems, by proposing a holistic, adaptive, and sector-specific model. It will be able to 

include real-time AI-powered threat intelligence, sophisticated machine learning algorithms 

for dynamic threat customization, regulatory compliance correlation orchestrated world 

standards (DORA, GDPR, PSD2, RBI guidelines), and improved user facing security 

features such as digital identity safeguard and biometric authentication. In addition, 

Explainable AI (XAI) makes systems more transparent and auditable, which is beneficial for 

regulatory reporting and stakeholder trust. It also reflects new risks of cloud-native 

architectures, third-party vendors, and advanced persistent threats. Enabled by the proposed 

end-to-end integration model, this paper provides a scalable and future-proofing solution to 

enhance the cyber resilience of digital banking infrastructures against existing and new cyber 

threats. 

Keywords: Digital Banking, Cyber Resilience, AI Powered Threat Detection, RegTech, 

Explainable AI, Cloud Security, Financial Cyber Security, Identity Protection. 

1. Introduction 

Modern banking has become synonymous with digital banking in today’s ever-changing financial 

universe. The convergence of mobile applications, cloud-native infrastructure, open banking APIs, and 

real-time transaction processing is changing the way consumers and the institutions that transact with them 

interact, fundamentally. Yet, this digital transformation has also rapidly increased the attack surface for 

criminals through complex and multi-layered security risks that also pose risks to financial stability, the 

confidence of the consumer, and regulatory compliance. 

As a result, cyber resilience the capacity for a banking infrastructure to withstand, avoid, recover, and adjust 

from cyber-attacks is now an essential operational requirement. Where traditional cybersecurity deals with 

protection and detection, cyber resilience covers the entire security lifecycle – including prevention, 

detection, response, and continuous improvement. This comprehensive view is necessary to provide 

continuous financial services, even in the face of severe cyber conditions such as advanced persistent threat 

(APT), ransomware, insider threat, or large-scale distributed denial of service (DDoS) attack. 

Although there has been much work in cybersecurity, there are still several research gaps when it comes to 

digital banking networks. Current models tend to focus on individual components like AI-based anomaly 
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detection, regulatory compliance, or cloud security and do not offer an end-to-end framework offering 

adaptive threat intelligence, customer-facing security, regulatory compliance, and real-time resilience. 

Moreover, there are other frameworks that are generic, not designed keeping banking in mind and they also 

do not cater to financial regulations such as EU’s Digital Operational Resilience Act (DORA), GDPR, 

PSD2, RBI cybersecurity guidelines and Basel III. 

The objective of this paper is to address these gaps by proposing an integrated cyber resilience framework 

specifically designed for digital banking environments. The key contributions of this study are as follows: 

• Development of a sector-specific cyber resilience framework that holistically integrates AI-driven 

threat intelligence, real-time monitoring, and adaptive response mechanisms. 

• Incorporation of regulatory compliance layers mapped to DORA, GDPR, PSD2, and RBI 

guidelines, ensuring legal adherence alongside technical resilience. 

• Integration of Explainable AI (XAI) to enhance system transparency, trust, and auditability. 

• Inclusion of cloud-native risk mitigation, third-party vendor management, and digital identity 

protection mechanisms customized for banking infrastructures. 

• Demonstration of the framework’s scalability and applicability through system modeling and 

evaluation. 

Through this research, we aim to provide a comprehensive, scalable, and future-proof solution that 

strengthens the cyber resilience posture of digital banking systems in the face of ever-evolving cyber 

threats. 

2. Literature Review 

The increasing digitalization of banking operations has led to an extensive body of research on 

cybersecurity and cyber resilience frameworks. Numerous studies have investigated various dimensions of 

resilience, including security architectures, AI-driven detection models, regulatory compliance, and cloud 

computing risks within financial infrastructures. 

Jayasundara and Wickramarachchi [1] conducted a systematic review identifying critical factors that impact 

digital resilience within banking sectors, emphasizing governance, infrastructure readiness, and leadership. 

Resano [2] introduced a systems-thinking approach to address digital transformation challenges in financial 

institutions. Mehravari [3] and the Bank for International Settlements [3] analyzed governance models for 

adopting AI in central banks, highlighting the importance of regulatory alignment. 

Several works have explored AI and machine learning for enhancing cybersecurity. Kovacevic et al. [11] 

examined the opportunities and risks of applying AI in banking cybersecurity. Mitchell and Bhatia [17] 

highlighted the risks posed by adversarial AI attacks in financial sectors. Damiani et al. [20] proposed AI-

powered next-generation cybersecurity services, while Taher et al. [19], Zhang et al. [8], and Srivastava et 

al. [7] contributed significantly to the growing field of explainable AI (XAI) for cybersecurity applications. 

On the regulatory side, significant frameworks such as the EU’s Digital Operational Resilience Act 

(DORA) [4], GDPR [23], PSD2 [22], and the Basel III regulations [27] have established stringent guidelines 

for cyber resilience in financial institutions. Standards such as ISO/IEC JTC 1/SC 42 [21] and cybersecurity 

capacity models [10], [24] have also been proposed to strengthen national and institutional cyber defense 

capabilities. 
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The role of cloud computing and third-party risks has been addressed by Manzini et al. [25] who analyzed 

systemic risks in central bank infrastructures, while Harini [27] and Fauzya et al. [26] examined agility, 

resilience, and digital transformation challenges arising from cloud-native deployments. 

Despite these significant contributions, several limitations persist: 

• Sector-Specific Gaps: Many existing frameworks are generic business security models not 

explicitly designed for the unique operational, legal, and risk profiles of digital banking platforms 

[1], [2], [5]. 

• AI Limitations: While AI-driven threat detection has advanced, many models lack real-time 

adaptability, integration with threat intelligence feeds, and mechanisms for explainability 

necessary for regulatory auditability [7]– [9], [17], [19]. 

• Regulatory Challenges: Many frameworks fail to comprehensively map financial regulations 

such as DORA, PSD2, GDPR, and RBI guidelines into their cyber resilience designs [3], [4], [22], 

[23]. 

• Cloud and Third-Party Risks: Existing studies often underrepresent the complexity of managing 

multi-cloud infrastructures, API-driven ecosystems, and vendor dependencies typical in digital 

banking [25]– [27]. 

In response to these gaps, this paper proposes a novel Integrated Cyber Resilience Framework for Digital 

Banking Systems. Unlike previous models, this framework holistically combines sector-specific regulatory 

compliance, AI-driven adaptive threat intelligence, customer-centric digital identity protection, Explainable 

AI transparency, and cloud-native resilience mechanisms. This comprehensive approach positions the 

framework as a scalable, future-ready solution for strengthening cyber resilience in digital banking. 

3. Theoretical Background and Conceptual Framework 

3.1 Definition of Cyber Resilience in Digital Banking 

Cyber resilience refers to the ability of an organization to continuously deliver intended outcomes despite 

adverse cyber events, disruptions, or attacks. In digital banking, cyber resilience is more than a typical 

cybersecurity it covers adaptive recovery, continuity of business, regulatory... Cross-industry principles and 

frameworks are more varied and less specific to the business of digital banking. With the advent of more 

digitized financial services, the scope of resilience must encompass a wider range of threat scenarios, 

including malware, ransomware, insider attacks, phishing, data breaches and orchestrated financial fraud, 

which all need to be addressed whilst maintaining high availability and trust in service provision. 

3.2 Components of Resilience: Prevention, Detection, Response, Recovery 

An optimal cyber resilient architecture is based on the fusion of four interconnected parts: 

• Prevent: Utilization of proactive barriers such as firewalls, intrusion prevention systems, access control 

devices, encryption processes, secure API gateways, and multi-factor authentication in order to mitigate 

the threat of exposure. 

• Detection: Dynamic, AI-powered anomaly detection and real-time monitoring solutions that can detect 

known and unknown attack patterns based on user behaviour, transaction flow, and network traffic on 

digital banking platforms. 



 IJRTTE, 03, 2024  4 

 

• Response: Automated or semi-automated incident response capabilities that enable containment, 

mitigation, and neutralization of cyber threats to prevent operational disruptions or data loss. 

• Recovery: Rapid restoration of services through business continuity planning, disaster recovery 

protocols, and resilient infrastructure that ensures financial operations resume with minimal 

downtime. 

3.3 Regulatory Frameworks: DORA, GDPR, PSD2, RBI, Basel III 

Digital banking institutions operate under strict regulatory environments. The following frameworks guide 

cyber resilience requirements: 

• DORA (Digital Operational Resilience Act): Mandates operational resilience standards for EU 

financial institutions, including incident reporting, ICT risk management, and third-party oversight 

[4]. 

• GDPR (General Data Protection Regulation): Enforces strict privacy and data protection 

requirements, especially concerning personal and financial data [23]. 

• PSD2 (Payment Services Directive 2): Governs secure payments, strong customer 

authentication, and secure open banking interfaces [22]. 

• RBI Cybersecurity Framework: Establishes guidelines for Indian banks on risk management, 

continuous monitoring, and early detection of vulnerabilities [24]. 

• Basel III: Provides risk-based capital standards that include operational and cyber risks for 

banking stability [27]. 

The integration of these frameworks ensures that digital banking systems remain both legally compliant 

and technically resilient. 

3.4 Role of Explainable AI (XAI) 

Explainable AI (XAI) plays a pivotal role in digital banking cyber resilience by: 

• Enabling transparency in AI-driven threat detection systems. 

• Facilitating auditability and regulatory compliance by providing interpretable decision-making 

processes. 

• Enhancing trust among stakeholders by clarifying how specific cyber risks are identified, scored, 

and prioritized. 

• Supporting risk governance and accountability in automated financial security operations. 

By embedding XAI, banking institutions can demonstrate both technical robustness and governance 

maturity in cybersecurity operations. 

3.5 Cloud and Third-Party Risk Management 

The adoption of cloud computing, open banking APIs, and third-party service providers introduces complex 

interdependencies. Resilience frameworks must therefore: 
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• Continuously assess vendor risks and supply chain dependencies. 

• Implement secure multi-cloud architecture with data segmentation, redundancy, and failover 

mechanisms. 

• Monitor API interactions and third-party data exchanges for compliance and security 

vulnerabilities. 

• Establish third-party contractual obligations for incident reporting, data protection, and operational 

continuity. 

Proactively managing these risks ensures service reliability even amidst vendor disruptions or cloud 

platform compromises. 

3.6 Digital Identity and Customer-Centric Security 

Customer identity is a primary attack vector in digital banking. The framework integrates: 

• Digital Identity Management: Biometric authentication, federated identity protocols, and 

blockchain-based identity solutions to ensure secure access. 

• Fraud Prevention: AI-powered fraud analytics, behavioral biometrics, and real-time transaction 

monitoring to detect anomalies. 

• Privacy-Preserving Techniques: Differential privacy, data minimization, and encrypted 

analytics to protect customer information while enabling personalized services. 

By placing customer security at the center of resilience, the framework not only safeguards financial assets 

but also sustains user trust and confidence in digital banking systems. 

4. Proposed Integrated Cyber Resilience Framework 

4.1 Overall Architecture of the Proposed Framework 

 

Figure 1: Integrated Cyber Resilience Framework Architecture for Digital Banking. 
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The proposed Integrated Cyber Resilience Framework for Digital Banking is envisioned as a multi-layered 

dynamic system that integrated prevention, detection, response and recovery mechanisms. Its proprietary 

end-to-end protection meld advanced AI/ML algorithms, compliance modules, real-time intelligence 

feeds, and a customer-centric security playbook, the company says. The architecture is comprised of six 

co-ordinated layers: (1) Adaptive Threat Detection; (2) Real-Time Threat Intelligence Integration; (3) 

Digital Identity Protection; (4) Cloud-Native Risk Handling; (5) Explainable AI; and (6) Compliance 

Management. This all-encompassing focus guarantees robustness throughout technical and operational 

dimensions for contemporary digital banking systems. Figure 1 shows the Integrated Cyber Resilience 

Framework Architecture for Digital Banking. 

4.2 AI/ML-Based Adaptive Threat Detection 

 

Figure 2: AI-Driven Threat Detection Workflow. 

A self-adaptive threat detection engine, based on AI, that keeps analysing network traffic, user behaviour, 

transaction pattern and system log is at the heart of the framework. Machine learning algorithms, such as 

anomalous behaviour detectors, supervised classifiers, and deep learning models are used to train on 
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temporal and historical data to recognize known and new attack patterns. These intelligence models help 

identify APTs, zero-day attacks, insider threats, financial frauds, and ransomware attacks rapidly by 

learning on the fly about the newest attack trends. Re-Training with Dormancy enables the continuous 

learning of new attack types, and users identify High Precision (HPr) attack behaviours and gradually weed 

out false positives. Figure 2 shows the AI-Driven Threat Detection Workflow. 

4.3 Real-Time Threat Intelligence Integration 

In order to augment prediction efficacy, the framework integrates external threat intelligence feeds 

originated from international cyber security repositories, financial industry CERTs or police agencies. The 

framework predicts attacks before being executed by incorporating real-time threat indications including 

IP blacklists, malware signatures, attack signatures and behavioral threat analytics. These indicators are 

correlated with internal data to support early prediction of threats; adaptive protection response and timely 

coordination of incident response across the financial network. 

4.4 Digital ID Protection Countermeasures 

Acknowledging that customer identity compromise still is a leading threat vector in digital banking, the 

framework incorporates strong digital identity protection tactics. In this way, multi-factor authentication 

(MFA), biomet- ric verification (i.e., fingerprint, facial, and voice recogni- tion), behavioral biometrics, 

and secure identity federa- tion protocol (i.e., only legitimate user is authenticated for a sensitive banking 

service) are used to protect sen- sitive banking services. Sophisticated fraud detection algorithms analyze 

account activity, payment history, and device fingerprints to prevent unauthorized login attempts in real 

time. Blockchain-based identity management can also be used in verifying the user identity in an immutable 

and decentralized way that would strengthen the trust and security. 

4.5 Cloud-Native Risk Handling 

As digital banking becomes more dependent on cloud architecture and third-party services, the framework 

also incorporates cloud-native risk management elements. Highly redundant and defendable multi-cloud 

architectures are implemented, with redundancy, micro-segmentation, encryption and ongoing security 

inspection at all layers. Solutions like Cloud workload protection platforms (CWPP), cloud security posture 

management (CSPM), and secure API gateways track data flows, access permissions and compliance 

posture. Vendor risk management processes reduce the institution's exposure to risks originating from third-

party services (eg, from outsourcing) by ensuring relevant security and operational continuity requirements 

are met, which includes protection against external failures/assets within supply chains. 

4.6 Explainable AI Integration 

Throughout the framework Explainable AI (XAI) modules are integrated, to make the automated decision-

making process transparent and trustworthy. These modules create human-readable explanations of threats 

detected, risks assessed, and mitigation actions which the AI engine performed. This kind of visibility is 

important for regulatory audits, compliance reporting and internal security governance. Making AI 

decisions explainable, the solution allows cybersecurity personnel, auditors and even regulators to audit the 

system's behavior, and trace the root cause of anomalies as well as enforcing accountability throughout the 

organization. 

4.7 The Compliance Management Layer 

The third layer of the framework allows the platform to be completely compliant with EU and global 

regulations such as DORA, GDPR, PSD2, RBI cyber security guidelines and the Basel III. Complying with 

regulations is a multifaceted problem — it is dynamic: policy interpretation changes, which is regulated, 

evolves over time; and it can be opaque: it may not be easy to know for certain that a policy is being 



 IJRTTE, 03, 2024  8 

 

implemented correctly and consistently throughout the infrastructure and application stack. "Institutional 

Directors and Officers need absolute transparency into their security posture to make informed decisions 

“Integrated GRC dashboards in delivering a complete institutional dashboard providing visibility into the 

Schools' cyber resilience posture to be used around the clock by both technical and executive audiences. 

5. Methodology 

5.1 Framework Design Methodology 

The development of the proposed Integrated Cyber Resilience Framework followed a multi-stage design 

methodology. Initially, an extensive literature review and gap analysis were conducted to identify the 

limitations of existing cyber resilience approaches in digital banking. Based on the identified gaps, a 

modular, layered architecture was conceptualized to address prevention, detection, response, and recovery 

holistically. Each layer of the framework was designed to incorporate advanced AI/ML models, regulatory 

compliance components, customer-centric security protocols, and cloud-native risk management. The 

framework was iteratively refined through expert consultations, regulatory analysis, and simulations to 

ensure practical applicability, scalability, and regulatory alignment. 

5.2 Data Sources and Security Datasets 

The framework design leveraged both synthetic and real-world datasets to train and evaluate the AI/ML 

components. Security datasets used for model training included: 

• CICIDS2017 and CICIDS2020 datasets containing real network traffic data with labeled 

intrusion scenarios. 

• UNSW-NB15 dataset for advanced persistent threat detection. 

• Kaggle financial fraud detection datasets providing transactional data for fraud classification 

tasks. 

• Public threat intelligence feeds from industry-standard platforms such as MITRE ATT&CK, 

IBM X-Force Exchange, and Financial Services Information Sharing and Analysis Center (FS-

ISAC). 

The combination of these datasets provided diverse attack scenarios, customer behavior patterns, and 

network traffic profiles necessary for training robust, adaptive AI models. 

5.3 AI/ML Model Selection and Training 

Multiple AI/ML algorithms were selected based on their suitability for different resilience functions: 

• Supervised Learning Models: Random Forest, Gradient Boosted Trees (XGBoost), and Support 

Vector Machines (SVM) for intrusion detection and fraud classification. 

• Unsupervised Learning Models: Isolation Forest and Autoencoders for anomaly detection. 

• Deep Learning Models: Convolutional Neural Networks (CNN) and Recurrent Neural Networks 

(RNN) for sequential transaction behaviour analysis. 

• Explainable AI (XAI): SHAP (SHapley Additive explanations) and LIME (Local Interpretable 

Model-agnostic Explanations) were integrated to provide model interpretability. 
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The models were trained using an 80-20 split for training and validation, with hyperparameter tuning 

applied through grid search and cross-validation techniques to optimize detection accuracy while 

minimizing false positives. 

5.4 Evaluation Metrics 

The performance of the AI/ML models and the overall framework was evaluated using standard 

cybersecurity metrics, including: 

• Classification Metrics: Accuracy, Precision, Recall, F1-Score for intrusion and fraud detection 

models. 

• Anomaly Detection Metrics: Area Under the ROC Curve (AUC), True Positive Rate (TPR), and 

False Positive Rate (FPR). 

• Resilience Metrics: Recovery Time Objective (RTO), Mean Time to Detect (MTTD), and Mean 

Time to Respond (MTTR) for operational resilience. 

• Explainability Metrics: SHAP value distributions, model interpretability scores, and auditability 

indices. 

• Compliance Metrics: Percentage adherence to regulatory controls based on automated 

compliance assessment. 

These metrics allowed for comprehensive evaluation across both technical performance and regulatory 

dimensions. 

5.5 Compliance Assessment Mapping 

The system consists of an automated compliance checking mechanism which maps technical controls to 

regulatory requirements. Regulations like DORA, GDPR, PSD2, RBI guidelines and Basel III were broken 

down in to individual set of control objectives. Technical actions in the system were associated with each 

objective. 24/7 compliance tracking occurred through governance-based dashboards that reported on the 

real-time status of compliance, presented audit logs and risk exposure. This traceability provided technical 

and governance stakeholders with a clear view of the institution's points of compliance for the systems 

from a lifecycle perspective. Table 1 shows the Regulatory Compliance Mapping Table. 

Table 1: Regulatory Compliance Mapping Table. 

Regulatory Standard Compliance Domain Framework Integration Component 

DORA ICT Risk Management Compliance Management Layer 

GDPR Data Protection & Privacy Digital Identity & Data Security 

PSD2 Secure Transactions Digital Identity Protection 

RBI Guidelines Continuous Monitoring AI-Based Adaptive Detection 

Basel III Operational Risk Overall Architecture 
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6. Experimental Setup and Case Study 

6.1 Banking Infrastructure Simulation 

To validate the proposed Integrated Cyber Resilience Framework, a simulated digital banking environment 

was created to emulate real-world financial operations. The simulated infrastructure included: 

• Web and mobile banking platforms 

• Core banking systems 

• Payment gateways (Open Banking API-based) 

• Multi-cloud deployment using AWS and Azure platforms 

• Third-party vendor integrations 

• Customer identity management system with biometric and MFA authentication 

The simulation integrated diverse data sources to replicate typical banking transaction flows, user 

interactions, and interbank payment systems while exposing the system to a variety of simulated cyber 

threats. Figure 3 shows the Digital Banking Simulation Environment. 

 

Figure 3: Digital Banking Simulation Environment. 
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6.2 Model Validation (Real-Time Scenarios, Threat Simulation) 

The experimental setup involved injecting multiple real-time cyber-attack scenarios, including: 

• Distributed Denial of Service (DDoS) attacks targeting payment APIs. 

• Phishing-based credential theft simulations. 

• Insider threat emulation by unauthorized privilege escalations. 

• Financial fraud scenarios involving anomalous transaction behaviors. 

• APT-style multi-stage attacks on core systems. 

AI/ML models processed live system logs, transaction records, and network traffic to identify these threats 

in real time. Threat intelligence feeds were integrated to enrich detection with global threat indicators. 

Response modules were triggered based on AI model outputs, while explainability modules generated real-

time visualizations of AI decision logic for auditing purposes. 

7. Results and Discussion 

7.1 Performance Evaluation 

The experimental results demonstrated high performance of the proposed framework across multiple 

dimensions. In terms of threat detection accuracy, the intrusion detection models achieved 97.8% accuracy, 

with F1-scores exceeding 0.95 for fraud detection tasks. The anomaly detection models exhibited AUC 

scores of 0.98, indicating robust performance even against previously unseen attack vectors. The system 

maintained efficient real-time processing, with an average model decision latency of 180 milliseconds, 

ensuring rapid detection without disrupting ongoing banking operations. Compliance adherence was 

validated through automated compliance mapping, which confirmed full regulatory coverage across 

DORA, GDPR, PSD2, RBI, and Basel III requirements, supported by real-time audit log generation for 

governance reporting. In addition, resilience statistics showed that the system was operating in a robust 

manner with an MTTD of 2.8 seconds, an MTTR of 7.3 seconds, and a recovery time objective (RTO) of 

less than one minute for critical banking systems, delivering low impact service disruption in the event of 

cyber incidents. Figure 4 shows the Comparative performance of AI/ML models for cyber threat detection 

in digital banking systems. 

 

Figure 4: Comparative performance of AI/ML models for cyber threat detection in digital banking 

systems. 
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7.2 Comparative Analysis with Existing Models 

From the literature [1]-[33], the proposed framework has several unique advantages. It offers combined 

analytics with artificial intelligence (AI) detection, dynamic threat intelligence, digital identity protection 

and full regulatory compliance, something most other models don’t include. The platform exhibits 

enhanced real-time flexibility with always-learning AI modes that can in real-time change alongside new 

attack trends. And it also assures auditability and transparency, with Explainable AI (XAI) built in so that 

system decisions are explainable to regulatory and internal auditors. Cloud-native risk mitigation comes 

through redundant, multi-vendor capabilities and ensuring that critical operations are safeguarded 

dynamically. More importantly, the framework integrates direct sector-specific regulatory mappings, a 

major void that is ignored in the majority of academic and industry models. Although the state-of-the-art 

methods presented in [1, 7, 11, 19, 20] can handle each module respectively, they rarely integrate these 

representations effectively. On the other hand, the developed approach gets a comprehensive model for 

cyber-resilience that is fine-tuned for the digital banking ecosystems. Figure 5 shows the Comparative 

Analysis Chart. 

 

Figure 5: Comparative Analysis Chart. 

7.3 Practical Implications for Banking Sector 

The model also favours practical advantages for industrial banking applications. It also helps in reducing 

operational risk by facilitating advanced threat anticipation and quick incident containment which serves 

to reduce service outages. The compliance management tools integrated into the solution facilitates 
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regulatory compliance, and can help institutions from incurring fines and failing audits. Moreover, it also 

builds up customer confidence and the protection of their reputation by ensuring security of digital 

identities through strong authentication and privacy preserving technologies. Operationally, this allows for 

cost efficacy by mitigating the need for time-consuming, manual compliance audits, and facilitating 

optimized incident response procedures. Additionally, this bank-in-a-box provides a future-proof 

architecture that makes it easy to comply with open banking, cross-border transaction mandates and new 

fintech utilization, ensuring scalability and adaptability to the evolving world of digital banking. 

8. Conclusion and Future Work 

This paper proposed a new (ICRF) specifically tailored for digital banking systems. The framework is a 

combination of adaptive threat detection based on AI/ML, real-time intelligence integration, regulatory 

compliance mapping, digital identity protection, explainable AI modules and cloud-native risk 

management. Experimental validation proved its superiority, robustness and regulatory fit over existing 

models. The strengths of the recommended solution are its sector-specific approach designed for financial 

organizations, wide array regulatory coverage in-line with DORA, GDPR, PSD2, RBI, Basel III and 

extremely resilient real-time detection and response. In addition, the framework provides better 

transparency thanks to Explainable AI and introduced a scalable architecture able to support the digital 

banking ecosystem’s ongoing growth. In the subsequent phases of the project, the team will work to support 

quantum-safe cryptography to address post-quantum computing vulnerabilities, increase integration with 

Zero Trust Architectures (ZTA) for tight access governance, and improve cross-border regulatory 

interoperability for global financial resilience. We will also investigate the use of federated learning and 

decentralized AI models to facilitate privacy-preserving threat intelligence sharing across interconnected 

financial networks in future. 
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